
Introduction

 To protect human health, it is essential for foods to be manufac-
tured, processed, transported and stored safely. However, many stud-
ies have revealed that every year around six hundred million people 
in the world are affected by diseases due to the consumption of con-
taminated food and more than forty thousand lives are lost annually 
for the same reason1. As one of the most consumed food categories all 
over the world, global dairy industry today is worth over $400 billion, 
representing around 14% of global agricultural trade with milk being 
the third most produced agriculture commodity2. Despite being con-
sumed regularly by many people, they are highly vulnerable to health 
issues such as infants or pensioners due to many quality problems. In 
this context, traceability is widely recognized as a requisite to meet 
the urgent need of food safety and quality. Using transparency as a 
foundation, supply chain traceability enables the access to critical in-
formation about origins of a raw material or a finished product and 
the processes that it underwent [1]. Nevertheless, with rising sophisti-
cation level of food frauds, the existing traceability systems for dairy 
products in developing countries such as Vietnam are inadequate and 
seemingly far outstripped by developed countries. This fact has raised 
the concerns about the applications of advanced technologies such as 
blockchain to narrow the food quality gaps in developing countries.

 Blockchain is an emerging technology that has been gaining a lot 
of attentions and expected to become the one transforming businesses 
across different industries [2]. One promising feature of blockchain  
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is to provide transparency, which supports traceability in ways that 
older technologies cannot reach. Thus, it has been studied and applied 
as a solution to tackle food safety issues in supply chains. Based on 
the secondary data gathered from multiple sources and the analysis of 
a case, a research is conducted in Vietnam with the aim at answering 
the research question: How can blockchain help to address the food 
safety issues in Vietnamese domestic dairy sector? The paper will 
share the findings from the study and propose a new framework using 
blockchain to improve the traceability of dairy products.

Literature Review
Traceability in supply chain

 Multiple approaches have been applied for supply chain traceabil-
ity, ranging from traditional paper-based ones to sophisticated and 
advanced technologies [3]. However, less developed countries tend to 
favor recording documents rather than leveraging cutting-edge tech-
niques to perform traceability in food supply chain [4]. Berman B, et 
al., [5] argue that most of Chinese farmers are not familiar even with 
recording documents and exchanging them with wholesalers who 
will buy their products, let alone participating in a complex comput-
er-based system. Also, there are not many applications developed spe-
cifically for traceability since companies prefer to use their integrated 
information system like ERP to avoid overspending [6].

Blockchain applications in food traceability

 Blockchain is defined as a decentralized and distributed ledger 
system that can store or record data and transactions backed by cryp-
tographic value [7]. Blockchain can be characterized through five 
principles: security [8], peer-to-peer transmission [9], transparency 
with pseudonymity [10], irreversibility of records [11] and computa-
tional logic [12]. The idea of a blockchain based traceability system 
was first introduced [13]. The subsequent years witnessed many proj-
ects in which blockchain was used by a UK-based company named 
Provenance to track the origin of fishes [14], and by Walmart and 
IBM to develop traceability solutions for pork in China and mangos 
in the US [15]. The systems were completely “end-to-end” with infor-
mation tracked going far beyond origin of products, including storage 
temperatures, shipping details, batch number and so on. Some other 
technologies such as Internet of Things (IoT) have also been inte-
grated with blockchain to improve the efficiency of food traceability 
system [16] in the hope of building an open and comprehensive net-
work of devices that can automatically organize and share resourc-
es and data [17]. Today, blockchain has much potential to become a 
realistic technological option to address the challenge in mining and 
managing information across the supply chain. This concept is further 
reinforced through many relevant standards such as ISO 22739:2020 
that defines basic terms relating to blockchain and distributed ledger 
technologies to clarify the meaning of terms and concepts used in 
other document within the domain of ISO standards. In addition, ISO 
22005:2007 provides general principles and basic requirements for 
the design and implementation for a feed and food traceability sys-
tem.
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Research Methodology
 The main goal of this study is to identify the potential roles of 
blockchain technology to overcome food safety issues in Vietnam’s 
domestic dairy sector. Secondary data are gathered from multiple 
sources and presented in three forms: statistical, graphical data and 
tabulated form. It is considered as reasonable to use the evidences 
verified in the previous literature, especially in the complex areas that 
have not been substantially researched [18]. The data analyses will 
serve as a foundation to propose a conceptual framework that is ex-
pected to answer the research question: How can blockchain help ad-
dress the food safety issues in the Vietnamese domestic dairy sector?

Data Collection and Analysis
Dairy food in Vietnam

 Dairy is one of the most consistently growing industries in Viet-
nam. According to Thuy NTD et al., [19], the sector recorded revenue 
of US$4.4 billion in 2017, a ten percent increase compared to 2016. 
Liquid and powdered milk are the most consumed dairy segments in 
Vietnam, occupying over 65 percent of the market, followed by yo-
gurt and condensed milk, representing 14 and 8.3 percent respective-
ly. Although dairy products rank third in the number of food frauds in 
Vietnam, there is little evidence of any existing dairy traceability sys-
tem in the country, according to a co-founder off TE Food, a Vietnam 
software company. It is noteworthy that in most cases, Vietnamese 
dairy companies have not been subject to any legal liability for their 
defective products, with the incident occurred in 2018 as an example 
when more than 70 primary students in Dong Nai were poisoned after 
drinking the milk products manufactured by Nuti food company. But 
everyone is not accepting the faults for these food quality issues and 
turns the blames towards the transportation or storage operators or 
even the customers.

A Proposed Framework for Adopting Blockchain to 
Dairy Supply Chain Traceability
 In order to over the food quality issues, we are proposing a new 
framework for traceability as shown in figure 1 for the Vietnamese 
domestic dairy supply chain, making use of blockchain, IoT and smart 
contracts. The framework is a result of the knowledge gained from 
industry inputs and from the recent literature. The blockchain-based 
traceability system can be explained in five stages of a dairy supply 
chain, namely 1) At the farm, 2) Transporting, 3) Processing plant, 4) 
Distribution and 5) at the retailers.

At the farm

 Farmers will activate QR codes printed on removable paper-based 
label stickers attached to milk churns with the help of smart phone’s 
scanning applications before milking process takes place. The data of 
corresponding milking cattle, including cattle breed, vaccines, feeds 
and animal health will be updated to blockchain and become infeasi-
ble to tamper with. Traceability begins at the phase of raw milk col-
lection. If any milk churn is not able to meet initial requirements and 
thus rejected by milk collectors, the farmer will identify exactly the 
cow that produce the rejected milk by scanning the QR code on the 
returned churn. At the initial phase of raw milk production, the Haz-
ard Analysis Critical Control (HACCP) system3 can help to enhance 
3HACCP is a management system in which food safety is addressed through the 
analysis and control of biological, chemical, and physical hazards from raw ma-
terial production, procurement and handling, to manufacturing, distribution and 
consumption of the finished product.

the safety of milk and dairy products will help analyze and control 
potential risks through the critical hygienic milking measures. Nor-
mally, the farm milking process in Vietnam can be executed manually 
or with the aid of milking machines. In this way, related information 
of milking procedures can be traced back and understood with the 
help of QR code and blockchain, such as whether the cows have been 
healthy, who was the person in performing the milking for this batch 
of cows, which milking machine was used, if milking and storage 
equipment were cleaned correctly, etc. In case approved milk churns 
are consolidated in a giant tank and then a milk tanker truck, the ap-
plications of QR codes and blockchain to record information remain 
unchanged.

 With a new QR code security seal attach to the truck (Figure 
2), milk collectors can upload all information associated with milk 
batch number, collecting time and location, original farms, total milk 
volume and proportion contributed by farms/cows, initial tests’ re-
sults and transportation vehicle details to the distributed ledger using 
blockchain. In addition, a smart contract with terms and conditions 
coded and stored in a blockchain can be applied to automate transac-
tions between farmers and manufacturers. Lead time can become an 
indicator in contract to evaluate the delivery reliability of suppliers 
at the farm location. IoT sensors are used to monitor and record the 
quality criteria such as temperature during farmers’ raw milk shipping 
process to the collector or right after the production at the farm. IOT 
sensors can indicate deviations from the proper storage temperature 
throughout the flow of raw milk from farms to processing plants. It is 
the most ideal, according to the quality standards for milk and dairy 
products defined by ISO standard, that raw milk must be processed or 
poured into a refrigerated tank within one hour of milking. Cooling 
the milk down to 4°C or less is an effective method of controlling 
the growth of micro-organisms. In developing countries like Vietnam, 
milk production remains small- scale and scattered. The amount of 
milk collected by farm households or farms is modest. Additionally, it 
is uneconomical for families or farm owners to equip themselves with 
modern refrigeration facilities. Consequently, to prolong the safe time 
of milk while waiting to be transported to milk collection and cooling 
centers or dairy plants, a simple method of cold storage can be used as 
soaking the whole milk churns (carefully capped) in a tank containing 
ice or cold water. It is thus necessary to equip all milk tanks with IoT  

Figure 1: Framework for a blockchain traceability system for dairy supply 
chain,
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thermal sensors, or more simple low-cost devices like Time Tempera-
ture Indicator (TTI) whose accumulated time-temperature history of 
milk can be subsequently recorded to immutable digital ledger system 
of blockchain.

Transporting

 At the second stage, when the truck carrying raw milk arrives 
at processing factory, the worker will scan the seal and access the 
data that have been manually inputted by farmers and collectors. The 
worker is thus able to verify and accept the shipment while the scan 
is logged and the status of milk batch is updated to blockchain. To 
support double testing raw milk by dairy firms, collectors can remove 
the QR code attach on milk churns and attach it to the jars that con-
tain sample milk drawn from respective chunks earlier within the 
collection process. ISO/TC 34/SC 5 (https://www.iso.org/commit-
tee/47878.html) sampling method can be adopted to cover the diary 
chain from production to consumption. If a quality issue is detected 
during sampling, the inspectors at processing premises can trace back 
to a group of cows where their milks are mixed together and farms 
from the scanned QR codes. The farmers found with of substandard 
raw milk will compensate to the milk producers. A smart contract 
between parties is therefore necessary at this stage.

At the processing plant

 At the third stage, raw milk is transformed into finished items such 
as liquid milk products, yogurt, cheese, butter and creams, after going 
through many processing steps such as pasteurization, homogeniza-
tion, further manufacturing, packaging and storage. Blockchain sys-
tem, sensors and QR codes are executed similarly to deliver the most 
accurate information of farms, collectors, details of milk processing, 
expiry date, etc., not only to dairy manufacturers but also to end cus-
tomers. The integration of these technologies with existing internal 
business application software such as Enterprise Resource Planning 
(ERP) or Warehouse Management System (WMS) helps to improve 
the accuracy of information updated to the blockchain.

At the distribution center

 At the stage of distribution, the cargo handler will perform a sim-
ilar practice as the raw milk collector by scanning and grouping fin-
ished products into batches. Instead of chunks or trucks, QR codes 
will be pinned against boxes or pallets that convey bottled and pack-
aged dairy products. A smart contract, combined with IoT sensors, is 
highly recommended for the transactions between dairy companies 
and wholesalers/retailers to reduce transaction time. Before the de-
livery, the logger ID of sensors, shipment details, and criteria such as  

temperature, humidity, shelf-life, and order deadline are updated and 
validated against the smart contract. Sensors, for instance, can detect 
the failures of temperature or humidity during the transportation. The 
receiver subsequently can verify the shipments when the trucks reach. 
Retailers or wholesalers also need to scan QR codes on each product, 
pallet, box or truck so that the status of products can be added to 
blockchain and consumers can access the origin of the milk products.

At the retailers

 Ultimately, the end consumers can download the User Interface 
Module of the application via App Stores on their smart phone and 
use it to scan the QR code on the product at the Point of Sale (POS) 
and check its provenance as well as authenticity. They will be re-
directed to a webpage containing information that could answer the 
following questions about a particular dairy item:

• What farm did the raw milk used to manufacture this item come 
from?

• When and where was the item manufactured? What processes did 
this product go through? What are the food safety standards that the 
supply chain followed when manufacturing this product (HACCP, 
ISO, national standards)?

• What date and time did this product reach the retailer and appear on 
this shelf? What is the expiration date of this product?

 However, besides supermarkets, convenience stores and other 
comparable retailers, dairy products in Vietnam are sold in a lot of 
small grocery stores that usually lack standard technologies or even 
POS system to scan QR codes on purchased products to update their 
status. Consequently, this feature is not realistic enough to be applied 
for the whole supply chain in Vietnam. If dairy sale channel scan be-
come consistent in terms of equipment and technologies in the future, 
it can certainly be extended into future software features.

Conclusion

 The proposed framework for adopting blockchain to dairy sup-
ply chain traceability can bring benefits to different supply chain 
members in many ways. Farmers are guaranteed with the payments 
automatically done right after all terms and conditions of smart con-
tracts are transparently met. Another benefit is to eliminate human 
errors caused by conventional dairy farmers in Vietnam when carry-
ing out critical activities. Consumers now have a platform to prove 
the authenticity of dairy products and regain the trust. With sensors 
and smart contracts are integrated to the system, businesses can save 
significant time and costs for human resources or intermediaries. Be-
sides, manufacturers can be more assured that the standard procedures 
will be strictly followed by farmers since this traceability system can 
trace back to a particular batch of milk coming from a group of cows. 
Food wastage caused by the perish ability of both raw milk and fin-
ished dairy merchandise is also reduced thanks to improved speed of 
handling goods.

 In the long run, the dairy traceability system can help the dairy 
firms to operate more effectively and deliver higher service levels to 
the downstream stakeholders. Any failure of conforming to quality 
and safety standards from upstream parties will be detected and seen 
through the system. The government can rely on the proposed trace-
ability solution with transparency, convenience and more importantly,  

Figure 2: Smart contract between dairy firms and partners in the supply 
chain.
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a realistic system to solve dairy safety issues and frauds with limit-
ed risks of human errors and being tampered during the information 
exchange.

Limitations and Future Research
 Future projects can further research on dairy industry by devel-
oping traceability system for import and export instead of for only 
domestic market like this paper. Traceability for other processed food 
items includes meat, fruits, eggs, vegetables and seafood.
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