
Introduction

	 Digital forensics refers to using scientifically derived and proven 
approaches to preserving, collecting, validating, identifying, analyz-
ing, interpreting, documenting, and presenting digital evidence de-
rived from digital sources to facilitate or further the reconstruction 
of criminal events or help to anticipate unauthorized actions shown 
to be disruptive to planned operations [1]. The significance of video 
in the courtroom and its influence as evidence for the jury was dis-
cussed. Video evidence has been very compelling for a jury to convict 
a criminal. A smartphone (possibly containing Internet searches, vid-
eo, images, and email) has been an important device to be analyzed 
forensically [2].
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	 A hashing algorithm is utilized to validate the integrity of foren-
sic evidence. SHA-1 and SHA-2 are widely used hash functions. 
SHA-1 and SHA-2 were combined along with the utilization of 
SALT (a cryptography concept) to compute collision-resistant hash 
values [3]. Guaranteeing data integrity and authenticity is crucial. It 
is necessary for forensic methods and tools to keep up with new forms 
of digital evidence and cyberattacks.     

	 How a panel of expert practitioners viewed evidence acquisitions 
within the cloud environment was explored. Digital forensic inves-
tigators should expand digital forensic practice tools and expertise, 
and include a cloud computing environment. Cloud forensics is a 
relatively new area of digital forensic practices [4]. Cyber forensics 
skills are required for a cyber forensics investigator, including legal 
expertise, an appreciation for confidentiality, knowledge of computer 
science, computer programming, continuous learning, linguistic abil-
ity, and communication skills [5].    

Crime Evidence Collection: Approaches, Actions, 
and Steps
	 Electronic evidence in cyber forensics can be any digital data 
that is useful to investigate cybercrimes, including logs, metadata, 
files, emails, and Internet history. Linked with computers, networks, 
mobile devices, and the cloud, this evidence plays a key role in de-
tecting illegal activities. The primary processes involved in digital 
evidence collection are data collection, examination, analysis, and 
reporting. Two types of data are collected: persistent data (stored on 
a non-volatile storage device such as a local hard drive and CDs) 
and volatile data (such as memory and registers). One of the major 
challenges in digital evidence collection is that evidence may not be 
at the crime scene but distributed across data centers (on the cloud) 
in various locations. As for evidence acquisition, detailed information 
must be recorded and preserved. Suitable steps are taken to copy and 
transfer evidence to the investigator’s system. At least steps to derive 
evidence from the cybercrime scene include capturing or recording 
data, storing the data, and making an exact copy of the CD or disk 
containing the data to protect the original from loss, damage, or de-
struction [6]. 

	 An investigating team that conducts digital forensic (DF) exam-
inations requires two fundamental and linked components: 1) a digital 
evidence strategy (DES) with the outline of an effective investiga-
tive method, and 2) deploying it with suitable techniques and tools. 
When performing a DF examination, the investigative team needs to 
consider the relationship between the DES and its tools. A DES is an 
essential part of a DF examination. DF tools are an important part of 
the DF investigative process. A DES must include the definition of the 
conduct with a maximum coverage of all the available inquiry-related 
data [7].

	 Digital forensic tools and techniques have been used by law en-
forcement organizations to investigate crimes. The open-source DF 
tool is a cost-saving choice. DF tools assist DF analysts in identifying, 
collecting, preserving, and examining digital evidence. The tools can  
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be grouped into software forensics, computer forensics, memory fo-
rensics, and mobile device forensics. There are three phases involving 
the use of forensic tools: 1) preservation—focusing on creating an 
image from the digital media while preserving the chain of custody; 
2) collection—extracting data or information from the digital media 
or created image; and 3) examination and analysis— an in-depth eval-
uation of the collected data, recovery of deleted or hidden data from 
the digital media, and data validation. Digital evidence needs to be au-
thentic and represent an accurate and true representation of the orig-
inal data. Reliability and integrity are critical in digital forensics [8].

Modeling Methods for Digital Forensics
	 Digital forensics (DF) uses computer science to investigate digital 
crime. Intention recognition can be utilized to detect a cybercrimi-
nal’s intentions and even to predict the cybercriminal’s further behav-
iors. It is important for modeling methods developed for DF to foster 
judicial confidence. A logic-based method utilizes a formal language 
such as logic to represent knowledge and reasoning. Deep learning 
offers robust pattern recognition capabilities. Table 1 [9] shows the 
advantages and disadvantages of modeling methods.

Image Forensics
	 Images are frequently utilized as authentication proof for cyber-
crimes in a court of law. Tampering means removing or adding signifi-
cant characteristics from an image without leaving any apparent trace. 
An automatic image forensic tool was designed and developed to iden-
tify tampered images. The algorithm and control flow diagram of the  

image forensic tool is illustrated in Figure 1. Image forensics has been 
defined as the process of the identification, acquisition, analysis, and 
reporting of digital evidence associated with images that can be legal-
ly accepted by a court of law [10].

Forensic Evidence Collection Using Fingerprinting
	 Fingerprints have been utilized for forensic investigation. A secure 
protocol for collecting the device fingerprint was developed to help 
network forensic investigation and non-repudiation was achieved.  

Methods Advantages Disadvantages

Logic-based 
methods

•	 Ability to learn new knowledge 
from examples

•	 Good prediction capability

•	 Ability to deduct & infer based 
on logical rules

•	 Compact knowledge repre-
sentation

•	 Understandable & explainable 
by humans

•	 Manually introducing new 
rules

•	 Limitation in handling 
uncertainty

•	 Difficulty in integrating 
with other models

•	 Rigid when rules are used

•	 Not scalable, expensive in 
computation

Classical 
machine 
learning

•	 Learning from data

•	 Handling data noises

•	 Handling uncertainty as it 
leverages probability

•	 Handling partial observability

•	 Minimal human intervention

•	 Not explainable

•	 Requirement for manually 
encoding features & pa-
rameters

•	 Not scalable though better 
than a logic-based method

Deep 
Learning

•	 Extracting insights & learning 
from data

•	 No requirement for feature 
engineering

•	 Handling noises

•	 Handling uncertainty

•	 Handling partial observability

•	 Handling multimodal & com-
plicated data

•	 Possible overfitting

•	 Not explainable

•	 Catastrophic forgetting

•	 Requirement for much data 
for training

•	 Need for much computa-
tional power

•	 Difficulty in learning new 
classes

Table 1: Advantages and disadvantages of modeling methods.

Figure 1: The algorithm and control flow diagram of a developed image 
forensic tool [10].
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The fingerprinting technology utilizes a hash tree and generates legal 
evidence. The proposed protocol framework for collecting forensic 
evidence using fingerprinting is shown in Figure 2. After a client 
agrees, an agent executes on a client machine and gathers the needed 
fingerprinting parameters. The parameters are then transmitted to the 
server securely. The server performs the fingerprinting algorithm and 
generates the unique fingerprint. The fingerprint is finally stored on 
the server for a verification when a forensic investigation is needed 
[11].

Data Collection and Rig Derivation
	 There are limitations to traditional investigation methods and ap-
proaches, such as gait analysis and face recognition. A method based 
on anthropometric person-specific digital skeletons (so-called rigs) 
was presented, which was researched in the research project called 
COMBI. The method was used to present computer-aided opportu-
nities for the recognition of perpetrators. Figure 3 shows the record-
ing and assessment approaches in the COMBI, which includes the 
following steps: 1) study design and data collection, 2) generating a 
metric 3D reference model, 3) predicting person-specific rigs through 
OpenPose—an AI framework for predicting various joints of the hu-
man body, 4) generating person-specific 3D rigs, and 5) rig assign-
ment in the metric 3D reference model. Data is captured at various 
stations in the first step. Rigs are derived from the captured data using 
AI and manual procedures. It is possible to compare and assign the 
rigs of known identities with the rigs of unknown identities after in-
cluding 3D spatial information and integrating all the information into 
a metric 3D reference model [12].

Digital Forensic Artifacts and Artifact Cataloging

	 Digital forensic practitioners often collect data in an ad hoc man-
ner; therefore, results are frequently unverified, unstructured, and even 
incomplete. An approach to cataloging crowdsourced knowledge of 
digital forensic artifacts in an easily searchable and well-structured 
method was presented to help extract information efficiently and im-
prove the reliability and availability of the artifact interpretation. An 
artifact catalog can provide a framework to organize and share knowl-
edge about digital atomic artifacts. A practitioner can use the artifact 
catalog to look for artifacts. Figure 4 shows the structured composi-
tion of an entry in the artifact catalog [13].

Figure 2: A proposed protocol framework for collecting forensic evidence 
using fingerprinting [11].

Anti-foren-
sic types

Techniques Description

Data hiding

Forging Timestamps
Modifying file timestamps (leading to the 
reconstruction of events on the misleading 
timeline)

Hiding by Mounting
Hiding data within a directory by mount-
ing a newly created (or existing) file sys-
tem/directory onto it

Attacking 
forensic 
tools

Opening Sparse File
An empty file with a very big logical size 
finally overflows the disk capacity & 
makes a tool crash

Trail 
obfuscation

Opening Compression 
Bomb

Substantially compressed files expand to 
tremendously large sizes after decompres-
sion, resulting in forensic tool crash

Modifying Magic 
Number

Changing magic numbers of the file sys-
tem to stop forensic tools from identifying 
& analyzing the file system under inves-
tigation

Artefact 
wiping

Secure- Deletion
Overwriting deleted information with ran-
dom data makes recovery impossible

Hiding using 
Encryption

Hiding data in a cipher leads to CPU over-
head, management costs, & legal bindings 
related to decryption

Hiding in Slack Space Hiding data in idle space 

Hiding in Reserved 
Locations

Hiding data in reserved spaces file system 
data structures without disturbing the file 
system’s working

Hiding using 
Steganography

Hiding data in a carrier file without cor-
rupting its contents & disturbing its work-
ing

Hiding in HPA/DCO
Hiding data in the host protected area 
(HPA)/device configure overlay (DCO)

Table 2: Anti-forensic types and techniques.
Figure 3: Representation of the data collection, rig derivation, and ap-
proaches utilized in the COMBI [12].

Figure 4: An artifact’s structured composition within nested containers 
[13].
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Anti-forensic Types and Techniques
	 Whether computer forensic tools (CFTs) can obtain complete and 
credible digital evidence from digital crime scenes with file system 
anti-forensic (AF) attacks has been investigated, indicating that evi-
dence obtained by CFTs was not complete and even not credible when 
there were AF attacks such as data hiding, secure-deletion, forging 
timestamps, and modifying magic numbers. Practitioners should 
not completely count on CFTs for evidence collection from a digital 
crime scene where there are AF attacks. Table 2 [14] shows the types 
of AF attacks on file systems and specific techniques.

Cross-border Electronic Evidence and Cross-bor-
der Criminal Investigations
	 Legal remedies for removing barriers to gathering cross-border 
electronic evidence were proposed to fight against cybercrime and 
other crimes. An online survey (available for completion from April 
11, 2017 to September 26, 2017) was conducted and survey partic-
ipants were from public prosecutors, judges, investigation judges, 
ministries of justice, law enforcement, and other institutions in the 
European Union (EU). Almost all participants (97%) thought that 
they needed to upgrade their knowledge of digital investigation. Most 
of the participants (68%) felt that they needed training regarding the 
technical and legal issues associated with gathering cross-border 
e-evidence. The lack of knowledge and skills in digital forensic and 
cybercrime investigations and the requirements for further training to 
upgrade their expertise are shown in Figure 5 [15].

	 Cross-border criminal investigations are very complicated ow-
ing to the heterogeneity of legal frameworks. The challenges were 
identified, and the efficacy of cooperation protocols was studied. A 
digital evidence management system (DEMS) helps digital forensic 
investigations. Several features of a DEMS have been identified. The 
relationship between the challenges of cross-border criminal investi-
gations and the features of the DEMS is summarized in Table 3 [16]. 

Conclusion
	 Digital evidence collection has been utilized in investigating 
crimes. The evidence can be computer systems, storage devices 
(e.g., hard disks and USB flash drives), or electronic documents 
such as images, chat logs, and emails. Modeling methods (such as 
logic-based methods and deep learning) for digital forensics have 
their advantages and disadvantages. Hybrid methods are more power-
ful in many situations. Data integrity and authenticity are crucial for 
crime evidence collection.

	 Evidence obtained by CFTs was not complete and even not cred-
ible when there were AF attacks. Practitioners should not complete-
ly count on CFTs for evidence collection from a digital crime scene 
where there are AF attacks. Cross-border criminal investigations are 
very complicated owing to the heterogeneity of legal frameworks. A 
digital evidence management system (DEMS) helps digital forensic 
investigations. It is necessary for forensic methods and tools to keep 
up with new forms of digital evidence and cyber-attacks.
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Challenges

Evi-
dence 
collec-

tion

Re-
porting 

tools

Chain of 
custody 
assur-
ance

Use of 
stan-
dards

Regula-
tion com-
pliance

Data location & individ-
uals’ control over their 

own data
X

Timely collection & 
sharing of evidence

X

Lack of harmonization 
in admissibility rules 

of criminal evidence & 
prosecution

X X X

Lack of compatibility 
between protocols 

regarding data definition 
& categorization

X

Direct cooperation with 
service providers & 
opportunity equality

X

Incompatibility conflicts 
between jurisdictions 

(maybe violating proce-
dural laws & rights)

X X

Lack of automatic 
mechanisms for efficient 
collecting & reporting 

requests
X X

Auditability of data 
collection procedures

X X X

Lack of resources 
(equipment & law 

enforcement training) & 
judicial authorities (aid-
ing direct cooperation 
between jurisdictions)

X X

Data retention issues X X X

Table 3: Relationship between the challenges of cross-border criminal in-
vestigations and the features of the DEMS.

Figure 5: Themes on additional training among legal practitioners based 
on a survey [15].
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