
Introduction
	 In this research, we address several different objectives that make 
up the whole aim. The following are the objectives for this research:

•	 To identify the justifications for a standard in the subject area of 
digital forensics

•	 To identify the barriers to a global standard

•	 To be able to make recommendations on how to create a single 
global digital forensics standard

	 The field of digital forensics has been expanding at an exponential 
rate and continues to develop quickly, it is falling behind the techno-
logical developments; however, it is not as far behind as the legal sys-
tem throughout the world. The reason for this increase is the need to 
investigate digital evidence which is generated in all criminal activity. 
Rob Altoe [1] in ‘Digital Forensics in an eDiscovery World’ discusses  
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this and highlights that each artifact that is discovered needs analysis, 
poses its own unique challenges as no two will be the same.

	 Added to the complexity of digital forensics is the impact of re-
mote and distributed systems as well as the developing technology of 
artificial intelligence (AI). The challenge is to present evidence with a 
reliable method; with such a variety of methods a key area for devel-
opment is the standardization to meet all current and future require-
ments. This research will concentrate on the current models utilized 
by investigators and will investigate the analysis already performed 
to standardize the methods. The sources for this information will be 
specialist journals such as International Journal of Digital Evidence 
and articles found on forensic websites, as well as academic books on 
the subject.

	 In his book ‘Digital Forensics Threats cape and Best Practices’ 
John Sammons [2] put together several expert authors to write about 
specific areas. Mark Pollitt was one of the contributors and he intro-
duced the simplest digital forensics model, the 4-stage model (Figure 
1) developed in 2006 by the National Institute of Standards and Tech-
nology (NIST).

	 As well as providing an outline of a model he also clearly defines 
the goals of digital forensic investigation. This is a good start point for 
any future standard, in understanding the foundation of the role and 
building from that.

His two goals were:

•	 To preserve the integrity of the evidence

•	 To find and make available information of value to the submitter 
of the evidence.

	 There have been multiple studies carried out on standardization of 
a digital forensic investigation model; many comparisons have been 
undertaken by various specialists from academic studies to organiza-
tion procedural development.  

Research Methods
	 The fluid environment of digital forensics increases the opportu-
nity for inadmissibility of evidence, a reputation for sound scientific 
method must be established as it has with other sciences. An example 
being fingerprinting which was not introduced into criminal proceed-
ings until 1901 [3] when they were accepted by Scotland Yard as a 
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Figure 1: National Institute of Standards and Technology (USA) model.
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valid method to identify an individual. They are now an accepted and 
common method for identification of individuals in criminal cases.

	 It is hoped that the output of this research will be an understanding 
and a consensus that a standardized model is required and initiating 
collaboration between nations across the world to achieve this com-
mon goal. 

	 Previous studies of digital forensic methodologies have concen-
trated on a comparison of what exists and how to improve what exists 
to make the process more reliable, and thus generate a new methodol-
ogy.  In this project, the aim was different; the intention was to review 
the comparison literature that exists on digital forensics and develop 
an understanding of what is the purpose of the investigation meth-
odology. Simultaneously, a review of current trends in Information 
Technology and the future possible infrastructure changes that may 
cause barriers for evidence gathering was performed. 

Standards
	 It is important that a standard model is developed, and a definition 
of a standard must precede this. Below I have proposed a definition of 
a standard for digital forensic investigations.

	 A standard is a structured set of rules, guidelines or characteris-
tics that are a measure of the quality and provide an assurance of the 
fitness for purpose of an output from a human endeavor. This set of 
rules, guidelines and characteristics will have been generated from a 
consensus of experts in the subject field.

	 Considering the development cycle of the field of digital forensics 
and the stage that it has currently reached it can be implied that the 
next stage will be to support the development of automatic processes 
which would allow for the larger volumes of evidence that are re-
trieved to be processed more effectively and efficiently. The digital 
forensic industry is ready for this next stage of evolution.

	 There are both advantages and disadvantages to the implementa-
tion of standards within the industry. The following are some com-
mon advantages to standardization:

•	 Provide a definition of common technological terms 
•	 Allows for individuals to train to the same level of knowledge and 

expertise
•	 Ensures that the industry has integrity
•	 Give confidence to the consumer
•	 Updated regularly to keep pace with technology
•	 Ensure that evidence is not mishandled

Standards linked to Digital Forensics

	 Although there is no one standard to cover all activities within the 
field of digital forensics, there has been an attempt in recent years to 
create some standards, ISO has made a start on a group of standards 
known as the ISO27k series to support Information Technology Secu-
rity. There are four specific ISO standards that are especially import-
ant in this specialist area:

ISO17025 – General Requirements for the Competence of Testing 
and Calibration Laboratories

ISO27035 – Information Security Incident Management
 

ISO27037 – Identification, Collection, Acquisition and Preservation 
of Digital Evidence
ISO9001 – Quality Management Systems

ISO 17025

	 This standard relates to the issue of reliability of analysis, in that 
it is concerned with the competence of all laboratories not just those 
that undertake digital forensics. The purpose is to give members of 
the public the confidence in the output reports from the laboratories 
and to give confidence to the courts that any results have been scien-
tifically tested, are impartial and consistent and that results are valid. 
ISO 17025 is a standard that all laboratories should be trying to gain 
accreditation to, it was initially timetabled that all laboratories should 
have gained accreditation by October 2017. However, there has been 
a low take-up of the accreditation, the current requirement to attain 
ISO17025 is costly and time consuming, and this is a barrier. The 
standard has been written in such a way as to provide some instruc-
tion; guidance on the development of a laboratory and its structure 
as well as the equipment that would be expected to be in existence to 
provide the consistent reliability of testing, however it does not fully 
support a standard methodology for digital forensic investigations.

Discussion
An examination of digital forensic models International 
Journal of Digital Evidence 

	 In this comparison, the authors [4] have compared four models, 
this being one of the first comparisons to be performed on models 
discusses those that are widely used at this time. Early on in this paper 
the authors clearly understood the importance of being able to have 
a consistent and well-defined method to use and that standardization 
was the best way forward.

	 The authors discuss the reasons why no standard had been de-
veloped realizing that current models were based on the technology 
available and were very ad-hoc. These developments have been in-
spired by the emergence of new technology and the need to be able 
to analyse data, not from the scientific community, and therefore they 
are not considered to be reliable and are untrusted in a court of law.

The four models that were discussed were:

•	 Farmer and Venema [5] 5 steps to dealing with a situation
•	 K Mandia and C Prosise Incident response methodology
•	 Department of Justice model
•	 DFRWS model

	 The authors [6] developed a model that was the Abstract Digital 
Forensic Model (Figure 2) and was generated from the commonality 
of the other four models; this evolution of models appears to follow 
the same process all the way through its progression. This new model 
has the advantage that it was based more closely on the traditional 
investigative techniques used by other forensic fields and therefore 
should have been more widely accepted as scientific and reliable.

	 The method is adaptable in its design to permit additional sub-pro-
cedures which would support the different classes of digital technolo-
gy under this model. This would mean that only new sub-procedure 
Would need to be developed for a new technology, rather than writing 
a completely new method as is the current trend.
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Taxonomy of Computer forensics methodologies and pro-
cedures for digital evidence seizure

	 In this article [7] the author begins with the basic premise that for 
every investigation there are three aims:

•	 Acquire evidence without altering or damaging it
•	 To authenticate that the copy is the same as the evidence seized
•	 Analyse the data without altering it. 

	 This confirms John Sammons two aims of digital forensics. The 
emphasis of this paper is the European Union Cyber Tools on Line 
Search for Evidence (CTOSE) (Figure- 3) project and the analysis of 
the basic steps indicate a five-stage model. This model in its design 
allows for investigators to undertake work following an iterative pro-
cess.

	 The article compares three different methodologies, the Ba-
sic Forensics Model, the Cyber Tools On-line Search for Evidence 
(CTOSE) and Data Recovery UK (DRUK).  The comparison is pro-
vided in the form of tables for the Identification, Acquisition, Analysis 
and Reporting phases. The tasks are based upon the author’s opinion 
of what needs to be performed and the article being written in 2006 
makes no reference to technology and thus has an advantage that it is 
generic. It is recognized by the authors that there is a wide diversity of 
methodologies utilized in digital forensics, but all commonly attempt 
to provide the same integrity of data.  It continues emphasizing that 
work is needed to provide a standard method for all, that is should be 
mandatory and a legal requirement which would provide the integrity 
and reliability that is necessary.

Common phases of computer forensics investigation 
models

	 The comparison was an extensive [8] piece of research and com-
pared 15 models, some of which were discussed in the article by Reith. 
The main aim of this research was to generate a common model and 
was justified in its recognition that there were many models that were 
being used and this was causing issues of admissibility.  The outcome 
of the comparison was the description of a new generic model known 
as the Generic Computer Forensics Investigation Model (GCFIM).

	 This research was searching to identify the common phases that 
went across the majority of models; the authors had to make assump-
tions about similar phraseology linking similar steps. This needs de-
tailed knowledge of all the methodologies to ensure that a phase is not 
misinterpreted. The authors were able to generically group activities 
together and came up with a 5-stage model, the result being the Ge-
neric Computer Forensics Investigation Model (Figure 4).

	 This model was generated from sound scientific analysis, but the 
analysis lacks consideration of models generated for other digital de-
vices such as mobile phones. This raises the question of whether this 
model would be generic enough to consider all digital devices. The 
authors recognized that the process of digital investigation is not a 
linear one, which allows for investigators uncovering new leads as 
they analyse evidence and returning to the data gathering stage.

Analyses of the state-of-the-art digital forensic investiga-
tion process models

	 In this article the authors [9] recognized the importance of the de-
velopment of a standardized or harmonized method, and they iden-
tified the same common key barriers of jurisdictional boundaries, 
disparities between number of phases in models, the language and 
terminology used to identify phases. This analysis had an aim that 
differed from others, the authors wished to concentrate on the char-
acteristics of the model to highlight the commonality, the difference 
and those areas where the model could be standardized. The authors 
mapped all the phases of the models (Figure 5) that they had cho-
sen, this mapping as well as the phases, unconventionally included an 
analysis of the actionable principles, those actions that need to take 
place during a digital forensic investigation.

	 This analysis shows a scientific methodology has been applied to 
determining the common phases of models. However, the limitation is 
that this does not consider models for all types of digital devices e.g. 
Smart phones. In the current Information Technology environment 
this is a very important element of any discussion on methodologies 
for digital forensic investigations. The comparison in providing the 
actionable principles is an important piece of work, it reflects directly 
the admissibility of evidence and the actions that must be taken by 
investigators to ensure evidence is admissible [10].

Comparative Analysis of digital forensic models

	 This article provides a well-structured analysis (Figure 6) of pre-
vious comparisons of digital forensic models [11]. This comparison 
is concerned with what exists and identifying the elements that are 
common. If elements are common amongst these models, then it has 

Figure 2: Abstract digital forensic model.

Figure 3: Cyber tools on line search for evidence model.

Figure 4: Generic computer forensic investigation model.
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been implied that it has been recognized as best practice. This article 
discusses seven models, in general, this article confirms that there 
are four main phases of digital evidence investigation i.e. Collection, 
Examination, Analysis and Reporting.

	 This analysis shows a scientific methodology has been applied to 
determining the common phases of models. However, the limitation is  

that this does not consider models for all types of digital devices e.g. 
Smart phones. In the current Information Technology environment 
this is a very important element of any discussion on methodologies 
for digital forensic investigations. The comparison in providing the 
actionable principles is an important piece of work, it reflects directly 
the admissibility of evidence and the actions that must be taken by 
investigators to ensure evidence is admissible [10].
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	 However, the aim of a standard methodology is to consider all 
phases of an investigation not just the phase of extraction and analysis 
which is missing from this analysis.

A new digital investigation framework comparison method

	 This article was a comparative study made on the International 
scene, [12] the aim of the study is to identify a method that is reliable 
and has integrity. The articles emphasis is on the phases of the dif-
ferent models and the discovery of four main criteria (Figure 7) i.e. 
shorter time periods, transparency and privacy of evidence, reliability 
and consistency and reusability.

	 These four key criteria can be seen to reflect part of the APCO 
[13] principles. This analysis is different because it is focused on tasks 
that should happen for evidence to be admissible in court. The article  

proposes a new model which does offer an iterative approach which 
is essential in digital forensic investigations. The model is designed 
with two outputs:

•	 The preservation of the evidence - this is essential in a court of law 
•	 The expert witness statements

	 This is an alternative perspective of the situation and has the bene-
fit of concentrating on the two elements that match to the key strategy 
of standardization and the aims as described by John Sammons in his 
book. There is a potential issue with this model, although some stages 
are iterative not all are. A stage that is not is Collection; the ability to 
return and retrieve more evidence is of importance in network and 
distributed systems where it may not be possible to capture all the 
evidence on the first visit because of the large volumes of data.

Figure 5: Comparison of digital forensic process models.

Figure 6: Comparison of digital forensic process models.
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Figure 7: Comparative digital investigation model based on respecting criteria.
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Commonality of conclusions

	 The outcome of the previous studies is generally a proposed new 
model, one that has been developed from the parts of the existing 
models. The studies also conclude that a standard model is required, 
due to the ad-hoc nature of the development of existing models and 
the fluid environment that digital forensics work in. The science is 
still evolving at a very fast pace and trying to keep up with the tech-
nological changes. Although it is agreed that this is important and 
that there is a consensus on the need of a standard as well as the basic 
function of the standard, there is no focus from any formal group to 
develop this. This review has been developed to identify the common-
ality of results in the current articles that have been written comparing 
digital forensic methodologies.

Barriers

	 It is evident from the research on digital forensics standardization 
that there are barriers or challenges to be overcome before a global 
standard can be adopted. It is not clear whether all these challenges 
can be overcome and if they can’t, can they be tolerated as a risk. In 
his book Eoghan Casey discusses the impact of admissibility of evi-
dence in court cases. A consideration for a move to standardization is 
the development of a scientific method increasing the probability of 
admissibility. Admissibility is the courts determination as to whether 
evidence is “safe” to put before a jury and will help provide a solid 
foundation for decisions in the case. In practice, admissibility is a 
set of legal tests carried out by a judge to assess an item of evidence. 
This assessment process can become complicated, particularly when 
the evidence is not handled properly or has traits that make it less 
reliable or more prejudicial. Some jurisdictions have rules relating 
to admissibility that are formal and sometimes inflexible, while other 
jurisdictions give judges more discretion. Some key tests for admissi-
bility are: 

•	 Relevance 
•	 Authenticity 
•	 Not hearsay or admissible hearsay 
•	 Best evidence
•	 Not unduly prejudicial

	 There are significant barriers to undertaking the work on building 
a standardized methodology, and some of those are:

•	 Can be costly for all organisations to attain a standard and its rel-
evant certification

•	 If a standard is voluntary it does not have to be followed and the 
industry remains in a flux position.

•	 Standards can be slow to evolve
•	 Standards can conflict globally
•	 Put restrictions on the innovative industries
•	 Can still be misinterpreted
•	 Can be cumbersome and increase time spent on a task
•	 Not enough support to implement them
•	 Difficult to understand, may be written in technical language
•	 Cannot confirm an expert’s competence

Feasibility

	 The aim of this research is to ensure that a global standard model 
for digital forensic investigations is feasible.  A key is to understand 
the core reason for the requirement; this is the admissibility of digital 
evidence in a court of law.  In their article Antwi-Boasiako and Venter 
[14] discuss the same issue of what test is applied to ensure that evi-
dence is admissible, and they proposed a model for digital evidence 
admissibility assessment which has six characteristics:

•	 Typical legal requirements
•	 Legal Authorisation
•	 Digital Evidence Relevance
•	 Digital Evidence Authenticity
•	 Digital Evidence Integrity
•	 Digital Evidence Reliability

	 The six characteristics identified by the authors contain four key 
principles of Reliability, Relevance, Authenticity and Integrity and 
these are relevant for all evidence presented in a court. Reliability is 
in this instance concerned with being able to validate through repeti-
tion of tests so I have amended this to Repeatability. Therefore, these 
four elements will form the structure to determine the start point for 
the standardization of a model. As well as contemplating the admis-
sibility of evidence, analysis of the legal requirements throughout the 
world will provide the foundations of what is acceptable in courts. 
This is essential because of the diversity of the legal systems and the 
jurisdictional boundaries that cause barriers to the common handling 
of cyber-crimes.

Conclusion

	 In conclusion, this research has discussed the concept of a stan-
dard and an attempt has been made to develop a definition that can 
be used for the field of digital forensics. This has been developed as a 
foundation to discuss the feasibility of a standardized digital forensic 
investigation model. It has been possible to identify four key prin-
ciples of admissibility which defines the output of the standardized 
digital forensic investigation, these four elements are repeatability, 
relevance, authenticity and integrity. Generating a global standard for 
digital forensic investigations using these four principles should be 
feasible if organizations work together. It is clear from the research 
viewed that there are a wide variety of digital forensic investigation 
models that have evolved over the last 20 years, there is a diversity 
in the models selected. Not all models have been selected by all au-
thors for all comparisons, the reason for this is unknown, and possibly 
omitting them would better fit in with their proposed development.

	 There is one common outcome from all these comparisons, which 
is that it is essential to have a global standard method to allow digi-
tal evidence investigations to be considered scientifically sound.  Al-
though it is agreed that this is important and that there is a consensus 
on the need of a standard as well as the basic function of the standard, 
there is no focus from any formal group to expend the time to develop 
a standard.

Recommendations for Future Research

	 If possible develop a consortium of global experts in the field of 
digital forensics and the legal profession as well as those from the 
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social sciences who can collaborate on building a new standard fol-
lowing the four principles and bringing together organizations that 
have already produced some very good research on what a new stan-
dard model should contain. A development of the research on barriers 
is recommended to enable these to be addressed by the consortium 
when developing a global standard. Continuing this research is im-
portant and the next stage should be to take the four principles of ad-
missibility and identify those current models that contain these princi-
ples and creating the foundations for a common model. This research 
is a snapshot of the current position of digital forensics as a scientific 
field. It highlights the need for a standardized universal framework 
for digital forensic investigations and emphasizes the difficulties the 
scientific field could have in the future if no action is taken.
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